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PowerBroker Auditor for SQL

beyond

Beyond Traditional Security

Real-time auditing, interactive analysis, alerting and reporting for Microsoft SQL Server

Real-time auditing, interactive analysis, alerting and reporting for
Microsoft SQL Server

THE CHALLENGE

Attackers are becoming increasingly sophisticated in an effort to compromise an organization'’s
data, thus the need to audit databases modifications and security is critical. Databases can be high
value targets as they host financial, customer, patient, human resource, client, credit card, and
various other sensitive information.

Corporate governance drives the need to audit database changes to maintain security, achieve
compliance, and improve operational efficiencies. Changes to databases need to be tracked for the
integrity, protection and security of the information. Native auditing is difficult to configure, de-
centralized and also requires significant resources.

THE SOLUTION

PowerBroker Auditor for SQL tracks and reports on changes made to Microsoft SQL Server
configuration and databases down to the table in a centralized audit log. PowerBroker Auditor
provides a centralized, real-time audit database for reporting and alerting for compliance and
tighter security controls. This powerful solution monitors the SQL Server environment in real-time,
tracking the “WHO, WHAT, WHERE, WHEN" for changes and will even show the exact SQL statement
issued where applicable.
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Monitor and review privileged changes to
SQL servers configuration, security, and
database structure

KEY BENEFITS

Comply with regulatory mandates such
as GLBA, SOX, HIPAA, and PCl through
consistent auditing and reporting

Notification of inappropriate
modifications

Tighter security and audit procedures

Reduction of manual labor costs
associated with security and compliance
reporting
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ABOUT BEYONDTRUST

BeyondTrust is a proven leader with more
than 25 years of experience. More than half

of the companies listed on the Dow Jones,
eight of the 10 largest banks, seven of the
10 largest aerospace and defense firms, and
six of the 10 largest U.S. pharmaceutical
companies rely on BeyondTrust to secure
their enterprise.

CONTACT INFO

NORTH AMERICAN SALES
1.800.234.9072
sales@beyondtrust.com

EMEA SALES
Tel: + 44 (0) 8704 586224
emeainfo@beyondtrust.com

CORPORATE HEADQUARTERS
550 West C Street, Suite 1650
San Diego, CA 92101
1.800.234.9072

CONNECT WITH US

Twitter: @beyondtrust
Facebook.com/beyondtrust
Linkedin.com/company/beyondtrust
www.beyondtrust.com
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COMPREHENSIVE CHANGE MONITORING - WHO, WHAT, WHERE, WHEN

PowerBroker Auditor for SQL captures all the essential information for any modification, including who
made the change, what change was made, where it was made and when it occurred. For every applicable
event, PowerBroker captures the SQL statement to clearly highlight the change. PowerBroker Auditor for
SQL provides interactive analysis with flexible, event type filtering and reporting, enabling administrators
to accurately isolate users or programs that may be making undesired changes in your environment.

PowerBroker’s advanced change monitoring capabilities helps you ensure that your organization is in
compliance with external regulations and internal security initiatives. You can also prove to auditors that
corporate policies for compliance have not deviated over time. Its built-in reporting library offers out-of-
the box reporting templates, while the custom reporting wizard makes it easy to create custom reports
and alerts on any configuration, server and or database changes, including flexible filtering on event types.

With PowerBroker’s zero-touch scheduled reporting, you can run reports against the central database
and automatically email reports to administrators, security officers, and business data owners. In addition,
PowerBroker Auditor for SQL translates all events into plain language that can be easily understood.

® - Function Changes - PowerBroker Auditor for SQL Server Viewer mEE
Home | View Style - @
[ Export v 9 Find: search text Maximum events retrieved: & @
< 123 Copy 4 ce 5000
Refresh View Reset Reports  Timeline
Filter Fiter | Reset Apply

Current View Filter Search Options Reports | Activity

Function Changes x| ~ || Details 3 x
Date and Time_~ [ Event [ Server [ Datzbase [ Login [ object Mam: [« =
12013 6:2315PM CREATEFUNCTION  SR-71 Bacord GLOBALTECHIGIoDal .. PEADGEtWelknow.

¥ . GLOBALTECH\GlobalTechAdmin
CREATE_FUNCTION ~ SR-71 Blackbird GLOBALTECH\Global... ~ GetReportEventCod
4/1/20136:20:39PM DROP_FUNCTION SR7L Blackbird GLOBALTECH\Global...  GetReportEventCod...
3/28/2013 11:00:48 AM CREATEFUNCTION  SR-71 Blackbird GLOBALTECH\Global...  PEADGetWelKnown. ..
3/29/2013 11:00: 45 AM DROP_FUNCTION SR-71 Blackbird GLOBALTECH\Global...  PEADGetWelKnown. SRTL
3/29/2013 11:00:39 AM CREATE_FUNCTION ~ SR-71 Blackbird GLOBALTECH\Global...  GetlCEventievel
3/29/2013 11:00:39 AM DROP_FUNCTION SR-71 Bladkbird GLOBALTECH\Global...  GetLCEventievel
3/28/2013 10:53:56 AM CREATEFUNCTION  SR-71 Blackbird GLOBALTECH\Global,..  GetRepartEventCod... =
3/29/2013 10:59:56 AM DROP_FUNCTION SR71 Blackbird GLOBALTECH\Global...  GetReportEventCod... Blackbird
3/26/2013 10:33:15 AM CREATE_FUNCTION ~ SR-7L Blackbird GLOBALTECH\Global...  PEADGetWelknown...
3/26/2013 10:3%15AM  DROP_FUNCTION SRTL Blackbird GLOBALTECH\Global... ~ PEADGetWelknown...
3/26/2013 10:31:24 AM CREATEFUNCTION  SR-71 Blackbird GLOBALTECH\Global...  Getl.CEventievel 4/1/2013 621:06 PM
3/26/2013 10:31:24 AM DROP_FUNCTION SR-71 Blackbird GLOBALTECH\Global...  Getl CEventlevel
3f25/2013 10:30:52 AM CREATE_FUNCTION  SR-71 Blackbird GLOBALTECH\Global... ~ GetReportEventCod...
3/26/2013 10:30:52 AM DROP_FUNCTION SR7L Blackbird GLOBALTECH\Global... ~ GetReportEventCed...
2/4/2013 10:13: 11 AM CREATE_FUNCTION ~ SR-71 Blackbird GLOBALTECH\Global...  GetlCEventievel dbo
2/4/2013 10:13: 11 AM DROP_FUNCTION SR71 Blockbird GLOBALTECH\Global...  Getl CEventievel
2/4/2013 10:11:55 AM CREATE_FUNCTION ~ SR-71 Blackbird GLOBALTECH\Global...  GetReportEventCod... 1
2/4/2013 10:11:55 AM DROP_FLNCTION SR7L Blackbird GLOBALTECH\Global...  GetReportEveniCod...
o) | _'|—| GetLCEventLevel
Done - 42 events |
| pefinition |
[ ctivity summary Edi0ad CREATE FUNCTICN [dbo] . [GetLCEventLevel]
SQL Server activiy (42 events) (
QL Server | Event count | Percentage @Level int
SR-7L 4 100.00% )
RETURNS VARCHAR (100)
as
BEGIN
DECLARE @ReturnValue VARCHAR(100) =
SQL Server activity [ Account activiy | Event activity | Database activiy | gl _yl_l
KEY FEATURES

+  Real-time monitoring of SQL (2005, 2008 and 2012) environments including changes to server
configurations, security, databases

- Central audit database for reporting and alerting against creation deletion and modifications to
the following types of SQL Server objects among others like Function, Index, Procedure, Server
Instance, Server Role, Table, View, User

«  Built-in library of interactive audits

. Intuitive wizards for custom searches and reports

- Plain English translation of audited events

. Does not require native audit configuration or event logs

«  Seamless Integration with the PowerBroker Management Suite



